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Abstract— In many organizations, Database Security plays an 
important issue for their safe & secure environment. 
Performance of the organization or any enterprise should depend 
on Database Security, i.e. Insider attack detection. In this paper, 
mainly three insider attack detection techniques introduced are 
as follows Log examining, Query clustering & Policy-based 
mechanism. In Log examining approach given transaction of 
each user should be examined or tested for insider attack. In 
Query clustering approach external query (outlier) i.e. other 
than a cluster of query, should be detected. In policy-based 
mechanism, each user having its own policy data & if any policy 
violated, then it should be detected as an insider attack. These 
three approaches should perform database correlations for 
identifying malicious database transactions. 
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I. INTRODUCTION 
In today’s world, many organizations or enterprises have a 
huge amount of databases to store its data. However, this data 
storage, maintenance and access are very hard and important 
issues for organizations. In these organizations, there are huge 
no of employees wants to use their database from their 
respective departments. In this case, each user has their own 
identity proof as like their userID. So by identifying their 
userID we detect as a person is authorized person or 
unauthorized person. But this detection is like identify from 
user name and password so that known as external attack 
detection. But if in case legitimate or authorized person or 
employee doing activities that are not fitted for their role & it 
will be harmful for their organization, then how we decide 
that those employee activities is suspicious activity & how we 
detect that, this is known as an inner attack. So data should be 
stored and accessed by only authorized or legitimate users 
otherwise this work will be acts as an attack on database. So 
databases should maintain its own security policies for their 
safe and secure environment [1]. Gartner research presented 
that Database transaction's activities and behaviors are 
examined for to detection of data leaks as well as for detection 
of malicious insider attacks done by legitimate user or 
authorized user [2],[3] SQL injection and Data exfiltration 
attacks are database-related attacks this is not issuing 
regarding operating system or the network [11]. 
In database security, inner attacks are done by a trusted people 
within that organization, so each and every organization 
should have their own security policy solutions or approaches 

to fix that problem. Inner attack is mainly detected and 
resolved by using three techniques, that is Log examining, 
Query clustering & Policy-based mechanism. These three 
techniques are performed as like anomaly detection technique 
in the intrusion-detection system. i.e firstly, observe behavior 
of each user during training phase, and collect some data and 
recorded as a benchmark for testing phase. By comparing the 
training phase with testing phase, If a result of training phase 
is match with the result of testing phase, then and then only, 
current activity of that user should be considered as normal 
activity.  

II. RELATED WORK 

Database Intrusion Detection Systems: 

 
Fig.1: Database intrusion Detection System 

 
Fig. 1 illustates the database intrusion detection System. 
Intrusion is nothing but the unauthorized access of data it is 
known as intrusion. And system which detects that system is 
known as the intrusion-detection system. This system is works 
on which domain, i.e. database or network domain then 
corresponds to that domain its name is database intrusion 
detection system or network intrusion detection system But 
above Database intrusion detection, system simply acts as a 
database firewall. It detects only external attacks as per, we 
provide the signature to the firewall database. But problem is 
that how to detect an attack when it is done by an authorized 
or legitimate users. So this can be the major issue for to detect 
an insider attack among the all legitimate user. 
To solve this problem or to overcome these limitations some 
techniques or approaches are studied from references. There 
are mainly three approaches listed here as follows, 

A. Log Examining for DBIDS 
   Yi Hu, Alina Campan, James Walden, Irina Vorobyeva, 
Justin Shelton [4] used data mining approach for database 
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security. This approach determines the data dependencies 
among the data items in the database system. Data 
dependency is nothing but the access correlation between data 
items. From that, those transactions which are not complied 
with rules generated from read and write operations are 
identified as malicious transactions. Srivastava et al.used a 
weighted sequence mining approach [5] for detection of 
database attack. The classification rules reflecting the data 
dependencies are generated from the database log. Compared 
to other approaches of detection malicious transactions this 
approach is less sensitive to the user behavior changes. Data 
item is nothing but the piece of information i.e. Read & Write 
like operations, and Domain is nothing but the collection of 
some data items. 

Flow of  log examining technique: 
 

 
Fig..2: Log Examining Technique 

Working of  Log examining approach : 

Fig. 2 illustrates the working of log examining technique. In Log 
examining a technique during training phase, each transaction 
should be examined i.e. transaction details are collected from log 
of given database. Then after that sort out some result data items, 
which are already participated in details of log. By using some 
strategies like threshold or by applying algorithms like apriori 
algorithms on that data items and also some correlation between 
them that generate some rules, which are used for to collect some 
result data during training phase. This result data of the training 
phase it acts as a benchmark or sample data for testing phase. 
Then this training phase sample data will be examined in the 
future with testing phase data, if that is matches with each other, 
then and then only this transaction will be considered as normal 
transaction and that transaction will be committed [4]. 
  In Log examining technique input is nothing but the user 
performed data, i.e. Log details, and then on that Log data 
operations are performed in three states that are frequent data 
items discovery phase, correlated data items generation phase 

and data dependency rules generation phase. From that, the 
output of the system will be either considered as normal 
transaction or abnormal transaction. 

B. Query clustering for DBIDS 
  Sunu Mathew, Michalis Petropoulos, Hung Q. Ngo, and 
Shambhu Upadhyaya [7] are used semantics of the query for 
database security, which is more powerful than query syntax. 
In Query clustering, technique for each user, application can 
be interacted with the database by firing queries. For each 
query compute a statistical summary of the query result tuple. 
Then a summary of the query is represented by a vector of 
fixed dimension unlike of how a large query results. 

Flow of  query clustering for DBIDS: 

 
Fig.3: Query Clustering Technique 

Working of query clustering approach: 

Fig. 3 illustrates the working of query clustering technique. In 
training phase user wants to interact with application, i.e. 
database, so they fire query, which is regarding a database 
results. From that, system will generate query information, 
which is use full for making of cluster database of queries. 
Then that cluster database will be used as sample data or 
benchmark for testing phase. So by checking with training 
phase cluster data with testing phase query and decide that, 
either current query will be belonged to that cluster database 
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or either considered as an outlier, then result of that will be 
classified as normal user or abnormal user. 

C. Policy Based Mechanism for DBIDS 
  Ashish Kamra and Elisa Bertino [11] used policy-based 
mechanism for database security. In this system, firstly, it 
checks for abnormal transactions and after that once an 
anomaly is detected, then it takes some actions against that an 
anomaly. In this system, actions are based on their severities 
that are low severity, medium severity action, and high 
severity action. Three types of an action are taken against any 
abnormal transactions or any malicious modifications. This 
system is based on profile based approach. 
 
Flow of  policy based Approach: 
 

 
Fig.4: Policy Based Mechanism 

 
Working of policy based approach: 

In policy-based mechanism, each user has its own policy data. 
It is based on separation of duty's principle, i.e. fine grained 
data access control for different DBAs. Here each DBAs have 
its own policy data, then by using secret key with respective 
DBAs generate hash of that policy. Then by combining all the 
number of DBAs hash it will generate the final valid signature. 

Then take this final valid signature as a sample benchmark in 
training phase. By comparing with final valid signature in 
training phase with final valid signature of testing phase if 
both are match then and then only considered as, given 
transaction is done by normal DBAs. Otherwise, it should 
have been abnormal in nature. 

III. CONCLUSION 
 In this paper, we have studied different database intrusion 
detection techniques These techniques provide protection of 
database security from a legitimate users, who has done 
suspicious activities. It also provides secured, fine – grained 
data access control based mechanism. So these techniques are 
useful for inner attack detection. 
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