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Abstract-Multimedia contents such as images,
videos, audio, and texts are easy to available for
download through internet in  worldwide.
Duplication of multimedia contents is to create using
different software. This type of operation some time
created problem of copyright and ownership
authentication. Digital watermarking techniques are
usedto protect multimedia contents. This paper gives
various watermarking techniques in transform
domain and sparse domain for protection and
authentication of multimedia contents.
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l. INTRODUCTION

With multimedia data widely available on the web, a
watermark could be used to provide authentication
in terms of a secondary data which is overlaid on the
primary data to provide protection to primary data
[1, 2]. Watermarking techniques can be divided into
four categories according to the type of digital to be
watermarked as follows as text watermarking, image
watermarking [3], audio watermarking and video
watermarking. The digital watermark can be divided
into noise and image according to inserted
watermark type [4]. The digital watermark can be
divided into visible watermark and invisible
watermark according to the perceptibility [5]. The
watermarking techniques can be classified according
to its requirement into various ways [6, 7].

Digital watermarking is a state of art technique to
put secret information behind a host medium in such
a manner that the imposter can’t be visualized the
secret information with a naked eye and he/she
perceives it as a normal host medium. There are two
major domains for watermarking multimedia data
namely spatial domain and transform domain.
Spatial domain watermarking provides high
perceptible such that the quality of the original and
watermarked multimedia data is almost same.
However the problem of spatial domain
watermarking is that the robustness achieved is far

less comparatively. Transform domain watermarking
is far better than spatial domain watermarking so far
as robustness is concerned and that is the reason why
transform domain watermarking techniques are used
to preferred for multimedia data protection. When
watermark data embed into host data, watermark
embedding techniques are modifying the host data
according to watermark information in a
perceptually invisible manner [6, 7].

1. WHAT IS MULTIMEDIA?
When different people mention the term
multimedia, they often have quite different, or even
opposing, viewpoints [8]:

e« A PC vendor: a PC that has sound
capability, a DVD-ROM drive, and perhaps
the superiority of multimedia-enabled
microprocessors that understand additional
multimedia instructions.

e A consumer entertainment vendor:
interactive cable TV with hundreds of
digital channels available, or a cable TV-
like service delivered over a high-speed
Internet connection.

e A Computer Science (CS) student:
applications that use multiple modalities,
including text, images, drawings (graphics),
animation, video, sound including speech,
and interactivity.

A. Multimedia Authentication
Authenticity, by definition, means something as
being in accordance with fact, as being true in
substance", or as being what it professes in origin or
authorship, as being genuine [9]. "A third definition
of authenticity is to prove that something is actually
coming from the alleged source or origin" [10,11].
For instance, in the courtroom, insurance company,
hospital, newspaper, magazine, or television news,
when we watch/hear a clip of multimedia data, we
hope to know whether the image/video/audio is
authentic. For electronic commerce, once a buyer
purchases multimedia data from the Internet, she
needs to know whether it comes from the alleged
producer and she must be assured that no one has
tampered with the content. The credibility of
multimedia data is expected for the purpose of being
electronic evidence or a certified product. In
practice, different requirements aspect the
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methodologies and designs of possible solutions
[12].

B.Multimedia Authentication Objectives: Complete
Authenticationv.s. Content Authentication

Based on the objectives of authentication,
multimedia authentication techniques can be
classified into two  categories:  complete
authentication and content authentication. Complete
authentication refers to techniques that consider the
whole piece of multimedia data and do not allow any
manipulations or transformation [13].

Early works of multimedia authentication were
mostly in this category. Because the non-
manipulable data are like messages, many existing
message authentication techniques can be directly
applied. For instance, digital signatures can be
placed in the LSB of uncompressed data, or the
header of compressed data. Then, manipulations will
be detected because the hash values of the altered
message bits will not match the information in the
digital signature. In practice, fragile watermarks or
traditional digital signatures may be used for
complete authentication. Content Authentication
refers to a different objective that is unique for
multimedia data. The meaning of multimedia data is
based on their content instead of the bit streams. In
some applications, manipulations on the bit streams
without changing the meaning of content are
considered as acceptable [14, 15].

Compression is an example. Today, most digital
multimedia data are stored or distributed in
compressed forms. To satisfy various needs of
broadcasting, storage and transmission, transcoding
of compressed digital videos may also be required
[14].

For instance, digital video clips are usually shot and
stored in the compressed format with a pre-
determined bitrate, but distributed with a different
bitrate in transmission. Transcoding processes
change the pixel values of the digital video but not
its content. Therefore, videos that are obtained by
transcoding the original one should be considered as
authentic [14].
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Fig. 1-1: (a) Complete Authentication: multimedia
data have to be examined in each transmission, and

each intermediate stage must be trustworthy; (b)
Content Authentication: multimedia data are
endorsed by the producer and verified only in the
last stage [14].

Figure 1-1 shows the benefit of the Multimedia
Content Authentication (MCA). It represents the
complete process of multimedia data, from being
produced to being consumed. With complete
verification, we have to verify the data at every
transmission stage and trust all the interim entities.
However, with content verification, we can transmit
the robust signature with the data and only verify it
at the last stage. Therefore, we do not need to verify
the data at each stage and question the
trustworthiness of the intermediate people. This
enhances the authenticity of the data. As in Figure 1-
1, if the producer is a trustworthy camera, it can
somehow provide credibility of reality to the data,
i.e., proving that the multimedia data are real". This
is especially useful for those multimedia data that
are needed as electronic evidence [14].

C. Multimedia Authentication Sources: Raw Data
v.s. Compressed Data
Multimedia compression standards have been
designed and widely adopted by various
applications: JPEG in the WWW, MPEG-1 in VCD,
MPEG-2 format in DVD, and H.261 and H.263 in
video conferencing. The source of a multimedia
authentication system may be raw data or
compressed data. In practical applications, the raw
format of multimedia data may not be available [14].
For instance, a scanner generates temporary raw
images but only saves them in their compressed
format; a digital camera which captures image/video
produces compressed lossless only, without
generating any raw data. Therefore, an
authentication system which can only authenticate
raw data may have limited uses in practice.
However, exceptions exist in [14]:

1. Non-standard data such as 3D objects, and

2. Medical images which usually do not tolerate

lossy compression.

3.
D. Multimedia  Authentication
Watermarking v.s. Digital Signature
Since the meaning of multimedia data is based on its
content, we can modify the multimedia bit stream to
embed some codes, i.e., watermarks, without
changing the meaning of the content. The embedded
watermark may represent either a specific digital
producer identification label (PIL) or some content-
based codes generated by applying a specific rule. In
the authenticator, the watermarks are examined to
verify the integrity of the data [14].

For complete authentication of uncompressed raw

multimedia data, watermarking may work better
than digital signature methods because [14]:

Methods:
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e the watermarks are always associated with
the data and can be conveniently examined,
and

e There are many spaces in the multimedia
data in which to embed the watermarks
with negligible quality degradation (known
as invisible watermarks).

Previous works in [18, 13] have shown effective
watermarking methods for these applications.
However, there is no advantage to using the
watermarking method in compressed multimedia
data for complete verification. Compression
standards, e.g., MPEG or JPEG, have user-defined
sections where a digital signature can be placed.
Because multimedia data are stored or distributed in
specific file format instead of pixel values, the
digital signature can be considered as being
embedded" in the data.

Once the multimedia data is modified, the user-

defined section of the original data is usually
discarded by the editing software. Even if the digital
signature can be preserved by the software, we can
easily detect the modification, since the hash values
of the modified data will not be the same as the
original. Moreover, compressed multimedia data
over less space for hiding watermarks [14].
Visual quality of the data may be compromised in
order to ensure that enough watermarking bits for
adequately protecting the data. For content
authentication, compression should be distinguished
from other manipulations. Previous watermarks are
either too fragile for compression or too extensible
to detect malicious manipulations. The performance
of an authenticator should be simultaneously
evaluated by two parameters: the probability of false
alarm and the probability of missing manipulations.
Fragile watermarks, which have low probability of
miss, usually fail to survive compressions such that
their probability of false alarm is very high. Previous
researchers have attempted to modify the fragile
watermark to make it more robust with compression
[13, 19, 20].

However, such modifications failed to distinguish
compression and tampering. When they lower the
probability of false alarm, the probability of miss in
their systems increases significantly. On the other
hand, robust watermarks are robust to most
manipulations, but are usually too robust to detect
malicious manipulations. Their probability of miss is
usually too high [14].

Digital signatures can be stored in two different
ways. If the header of the compressed source data
remains intact through all processing stages, then the
digital signature can be saved in the header.
Otherwise, it can be stored as an independent file.
Anyone who needs to authenticate the received
multimedia data has to request the source to provide
the signature [14].

I1l. COPYRIGHT AND MULTIMEDIA

The task of applying copyright law to a new
technology is a hauntingly familiar problem. The
history of copyright jurisprudence has largely
consisted of the attempt to apply a threadbare set of
rules to new technological offspring. Like hand-me-
down clothes, their fit is less than perfect.
Multimedia programs, like any computer programs,
have two components: data (input and output) and
processing (coded logic). This section explains that
copyright law affords disparate protection to these
components, and discusses why the disparity will
significantly impact the development of the
multimedia industry [21].

IV. DIGITAL WATERMARKING
TECHNIQUES IN SPATIAL DOMAIN

The basically two watermarking techniques, namely
as LSB modification and correlation of different
noise sequences are available in spatial domain.
These techniques are easy to implement without
prior knowledge of digital watermarking technique
concept.

1) LSB Modification Based Watermarking
Technique

In Least significant bit (LSB) modification technique

[22, 23, 24], most significant bits of the watermark

are replaced with the least significant bits of the host

digital data. The visual degradation of host digital
data is very less in this technique because of
important data of the host digital data are less
affected due to modification.
2) Correlation Based
Technique

The other watermarking technique in the spatial
domain is to exploit the correlation properties [7,
25, 26, 27] of the pseudo-random noise patterns and
white Gaussian noise patterns which are additive in
nature. These patterns are utilized for the purpose of
watermarking because of they have low amplitude
like noise, great correlation property and less affect
by interference. These noise sequences are utilized
for the purpose of watermarking due to the following
reasons.

1. These noise sequences are random in nature. An
initial seed is required for generation of
sequences.

2. It becomes very difficult to predict these
sequences by imposter until and unless there is a
prior knowledge of the seed as well as the
knowledge of technique.

Watermarking

In correlation based watermarking technique, two
noise sequences are generated using the same private
key. One will be used when the watermark data is bit
1 and the other is used when it is bit O.
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V. DIGITAL WATERMARKING
TECHNIQUES IN TRANSFORM DOMAIN

In transform domain watermarking techniques [7,
28], frequency domain version of the image is used
for watermark information embedding. The Discrete
Cosine Transform (DCT) and Discrete Wavelet
Transform (DWT) are two of most frequently image
transform used for transform  watermarking
techniques [17]. In this technique, an image is
transformed from the spatial to frequency domain.
Then, according to the human visual system,
transform coefficients are arranged into various
priorities. Then the magnitudes of transform
coefficients are changes according to watermark data
bits. The watermarking technique in transform
domain is performed mainly in three steps. The first
step is to perform forward transform which converts
the spatial domain data into the frequency domain
and get the transform coefficients. The second step
is to modify the transform coefficients according to
the watermark data. The last step is performing the
inverse transform to get watermarked data. There are
basically two watermarking techniques such as
Discrete Cosine Transform (DCT) based technique
and Discrete Wavelet Transform (DWT) based
technique is available in transform domain which are
explained below.

1) Discrete Cosine Transform (DCT) Based
Watermarking Technique

Discrete Cosine Transform [3, 17, 21, 22, 23, 24, 25,
26, 27]) converts host digital data from the spatial
domain into the frequency domain. DCT converts a
spatial domain 2D representation into its frequency
domain equivalent. The output of DCT is that the
size of the transformed frequency domain data is
exactly equal to that in the spatial domain. The DC
coefficient of the DCT transformed data is situated
at the upper left side and contains very important of
information of data because of it is low frequency
coefficients. All coefficients other than DC
coefficients are called as AC coefficients. The DC
DCT coefficients are always an integer and the range
of coefficients would be in between -1024 to 1023
while AC DCT coefficients may be integer or non-
integer.

2) Discrete Wavelet Transform (DWT) Based
Watermarking Technique

In most of applications such as compression, digital
watermarking, image fusion of the field of image
processing, the wavelet transform has very important
contributions to make the application smooth and
fruitful. Waves are periodic in nature and are
oscillating with respect to time or space. Actually

the DWT performed convolution operation between
1D or 2D signals with particular instances of
wavelets at various time scales and positions. The
Discrete Wavelet Transform [36, 37, 38, 39, 40, 41,
42, 43, 44] is based on sub band coding, is easy to
implement, does require limited time and resources
and yield fast computations of wavelet transform. In
wavelet analysis two words such as approximations
and details are frequently used. The approximations
wavelets are the high-scale, low frequency
coefficients of the signal. The details wavelets are
the low-scale, high frequency coefficients of the
signal. For a 2D image | (X, y), the forward and
reverse decomposition can be done by discrete
wavelet transform (DWT) and inverse discrete
wavelet transform (IDWT) first on dimension x and
then the same procedure can be performed for the
other dimension y. This result in the representation
of the image which is pyramidal in nature.This kind
of 2D DWT decomposition the image into four sub
bands, namely, approximation sub band, horizontal
sub band, vertical sub band and diagonal sub band
[17].

VI. ADVANCED DIGITAL WATERMARKING
TECHNIQUES

There are various limitations of above all
watermarking  techniques in term of less
computational security and less payload capacity,
less ability to embed grayscale and color watermark
data. To overcome these limitations of watermarking
techniques,  inventors are  proposed  new
watermarking  techniques for  protection of
multimedia data. The inventors described
watermarking techniques such as Singular Value
Decomposition  (SVD) based  watermarking
technique for hiding grayscale watermark data;
hybrid watermarking technique using various images
transform such as DCT, DWT, SVD for protection
of digital video data; DWT based watermarking
technique for hiding color watermark data;
compressive sensing (CS) theory and curvelet based
watermarking technique for protection of digital
image. The more details on these watermarking
techniques are given below.

a. Singular Value Decomposition (SVD) Based
Watermarking Technique for hiding Grayscale
Watermark Data

Singular value decomposition [45, 31, 46, 47, 48,
49, 50] is a numerical technique based on the linear
algebra and it is used to diagonal matrices in
numerical analysis. There are lots of areas where
SVD finds its application. When SVD is applied to
an image with size of MxN, three matrices are
found, namely U, V and S. The U and V matrices are
called unitary matrices having size of MxM and
NxN respectively. S matrix is called diagonal matrix
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having size of MxN. The singular matrix is very
important for watermarking purpose and entries in
this matrix are arranged diagonally and in ascending
order. One of the most important properties of the
singular values is that they are very much stable and
hence if a small change is made in the value of host
digital data its singular values do not have any
significant change.

b. Hybrid Watermarking Technique using Various
Image Transform such as DCT, DWT, SVD for
Protection of Digital Video Data

Up to this point it had been seen that individual DCT
and DWT based watermarking technique is better in
perceptibility as compare to correlation based
watermarking  technique while SVD  based
watermarking technique is better than correlation,
DCT or DWT based watermarking technique
because it is able to embed grayscale watermark data
into the digital data. So in this technique,
hybridization of the two transforms namely DCT
and DWT and one linear algebra named SVD is used
for achieving high perceptible watermarked video
data. A 2D DCT is applied to the Y plane of the
frame. Then 3" level DWT is applied on the DCT
transformed Y plane of the frame. Singular value
decomposition is applied to DWT transformed Y
plane of the frame.

c. DWT based Watermarking Technique for
Hiding Color Watermark Data

Up to this point it had been seen that all above
watermarking techniques are used for embedding
monochrome and grayscale watermark data into the
host digital data. So in this technique, DWT is used
for embedding color watermark data into color host
digital image. This technique is visible
watermarking technique and wused for owner
identification.

d. Compressive Sensing (CS) theory and Curvelet
based Watermarking Technique for Protection
of Digital Image

Up to this point it had been seen that all
watermarking techniques are embedded direct
watermark data into the host digital data. Then
imposter or unauthorized people can easily get
watermark data by applying various manipulations
on watermarked data. So in this technique,
compressive sensing (CS) theory [51, 52, 53] has
provided protection for watermark data before
embedding into the host digital data. This technique
adds two procedures such as CS theory acquisition
procedure and CS theory recovery procedure in
traditional watermarking technique.

In this technique, watermark data are first
converted into its sparse measurement using CS

theory acquisition procedure at embedder side and at
detector side, watermark data are reconstructed from
extracted sparse measurements using the CS theory
recovery procedure. There is necessary condition is
application of CS theory on image is that the image
must be sparse in its own domain. In this technique,
sparse measurements of watermark data are
embedded into transform coefficients of host digital
data to generate watermarked digital data. In this
technique, fast discrete curvelet transform (FDCT)
coefficients of host digital data is used for
watermark data embedding.

In 2005, Candés, Demanet and Donoho described
new image transform, namely curvelet transform
based on sparsity theory. Curvelet transform is
calculated the inner relationship between the image
and its curvelet function to realize sparse
representation of the image. There are two types of
curvelet transform such as continuous curvelet
transform and discrete curvelet transform available
in the literature. Discrete fast curvelet transform is
used most of image processing applications such as
compression, watermarking, sparse representation
and edge detection [52]. There are two types of fast
discrete curvelet transform, namely unequispaced
fast Fourier transform (USFFT) and frequency
wrapping. The frequency wrapping based discrete
curvelet transform technique is easy to implement,
less computation time and easy to understand
compared to the USFFT technique [52]. Therefore,
frequency wrapping based curvelet transform
technique is used in many image processing
applications. When the frequency wrapping based
curvelet transform [52] applied to an image, then the
image is converted into low frequency coefficients
and high frequency coefficients. The curvelet
decomposition of image by frequency wrapping
based curvelet transform with 4 scales and 16
orientation parameter are given as C {1, 1}; C {1,
2}; C {1, 3}; C {1, 4}. Given the decomposition
scale 4, the curvelet coefficients C {1, 1} is the low
frequency coefficients and the other coefficients C
{1, 2}; C {1, 3}; C {1, 4} is the high frequency
coefficients.

VII. CONCLUSION AND FUTURE

DIRECTION
Watermarking techniques are used for multimedia
data protection. The LSB technique is not a very
good technique for digital watermarking because of
limited robustness against watermarking attack. In
correlation based techniques, when the noise power
increase, then the perception of recovered watermark
data is increasing. The spatial domain watermarking
techniques are easy to be applied on any multimedia
data and provide high payload capacity. But the
limitation of spatial domain  watermarking
techniques is that there are not robust against
watermarking attacks.

ISSN: 2231-2803

http://www.ijcttjournal.org

Page 166



http://www.ijcttjournal.org/

International Journal of Computer Trends and Technology (IJCTT) — volume 30 Number 3 — December 2015

The transform domain watermarking techniques
based on DCT and DWT provide more robustness
against watermarking attacks. But the limitation of
transform domain watermarking techniques can’t be
applied for larger size watermark data. The
limitation of spatial and transform domain
watermarking techniques can be overcome by using
a hybrid approach of watermarking. The
perceptibility of multimedia data using the hybrid
watermarking technique is higher than spatial and
transform domain watermarking techniques at the
same gain factor. The robustness of hybrid
watermarking techniques is considerably higher than
spatial and transform domain watermarking
techniques.

The SVD based watermarking technique is used
for embedding grayscale watermark data into host
digital data. This chapter has also given
watermarking technique for embedding of color
watermark data. Also watermarking technique for
grayscale watermark data embedding into host
digital data is described using new signal processing
theory namely CS theory and curvelet transform. In
future, We can apply watermarking techniques to
other multimedia data such as audio and text.
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