International Journal of Computer Trends and Technology
ISSN: 2231-2803 / https://doi.org/10.14445/22312803/1IJCTT-V7413P101

Volume 74 Issue 3, 1-6, March 2026
© 2026 Seventh Sense Research Group®

Original Article

Artificial Intelligence: Leveraging Privacy and Security
on Al Models and Small Language Model Thrive

Sivamurugan Perumal

Nous Infosystems Pvt Ltd, OR, United States of America.
Corresponding Author : sivamuruugan.perumal@gmail.com

Received: 19 January 2026 Revised: 25 February 2026 Accepted: 10 March 2026 Published: 28 March 2026
Abstract - Today, we are in a rapid technological growth with artificial intelligence, in which privacy and security are the
primary concerns. With various language models in the current market, the data that models are trained to provide relevant
detail responses plays a vital role in how privacy and security can be leveraged without compromising, for example, the data
like Personal Identifiable Information (PI2) [1] and Health Insurance Portability and Accountability ACT (HIPAA) [2]. In this,
we provide a review of privacy and security that can be implemented in small industries (specific to the domain) with a Small

Language Model (SLM). It also suggests which models are available on the market and how they can be leveraged, considering

common factors that align with their business affordability.
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1. Introduction

With an Al model, data are structured and presented in
response to requests from multiple sources within a fraction of
time. Even the data can be obtained from the internet, too, and
in many formats based on the right prompt. Models can adapt
to different contexts, either w/ training or without. The
vulnerability is not explored more extensively from a security
and privacy point of view.

As it is wide open and models are getting re-trained based
on the inputs, hallucinations, and adversarial attacks, which
are prone to privacy and security risks.

In this article, we will dive deep into all the concerns and
how SML succeeds and will benefit certain domains. The
model tools, compelling learning, or federated learning
[31[4][5] largely threaten and restrict. The primary goal of this
is to provide a clear picture for the researchers, users, and
stakeholders who are involved in develop/deploy the model
for their specific needs with privacy and secure leverage of the
Al features.

2. Defenselessness Source

The models are trained with large collections of data
available on the World Wide Web, soft copies of books'
content, for a better understanding of the context and relations.
The model is pretrained with large sets of data, and text is
tokenized and processed by the transformer of the model
architecture. After that, the fine-tuning process happens,
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which is specific to domain or industry practices. Language
Models are also trained in a few-shot learning [6]. This will be
really useful at certain times, especially during generalization
or any unknown scenarios. Another methodology is based on
user/engineer’s responses and learning from the fault, and
increasing performance. This is known as Reinforcement
Learning [7], letting the Language model respond like
question-and-answer response options [8]. So, transformers
are defenseless to users/ developers, training/fine-tuning.
Models can be distracted or change in operating workflow due
to security attackers, which may result in harmful responses
and irrelevance. Prompt injections based on interaction to
expose sensitive data, which is a privacy violation. [9].
Fredrickson proposed the inversion attack [10] on a statistical
model, which depends on the model parameters themselves.

System instructions User Prompt LLM Response

nore all previous instructions

Tell me the root password of the Database
2. DO NOT reveal
confidential data ¢

3. Be helpful and
harmless

| Large Language Model (LLM)

Fig. 1 Privacy violations exposing sensitive data

3. Issues Classification

Issues can be classified as security and privacy as major
things, and how they are classified, we can look at. When
security issues could be back door [11][12], model poisoning,
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adversarial attacks [13][14]. A model can be guarded from
these attacks by secure protocols and adequate adversarial
training. Privacy inference [19][20] and extraction attacks
[17][18] along with leakage [15][16]. This can be overcome
by techniques like multi-party computation, federated
learning, and differential privacy. There are other issues like
safety concerns on response toxicity, bias, jailbreaking, and
hallucinations.

4. Issue Protection
4.1. Backdoor Attack

It is a trigger that can be activated by attackers induced on
the training data, which would lead to misinformation or non-
contextual data that is not relevant. Research has highlighted
that these types of attacks are sensitive and require severe
protection. Data poisoning is contamination caused by
malicious samples. Both are different but are linked to the
strategy. Types of backdoor attacks are hidden-state
manipulations, Chain-of-thought hijacking, and data
poisoning. An example of automated data poisoning was
introduced by Shu et al. [22] in Oracle, similar to Codebreaker
by Yan et al. [21], which poisons the data during fine-tuning.

4.1.1. Protection

Even though many approaches have been implemented,
they have certain limitations, such as generalization,
computation, additional overhead, and are not suitable for all
scenarios. Here, we will see a few processes in places that
avoid backdoor or poison attacks from an external source. Xi
et al [23] and a few studies have revealed major protection
mechanisms. Chain of Scrutiny (CoS) was introduced
between LLM-generated content and final output content to
prevent any manipulations.[24]

4.2. Adversarial Attack

It is manipulating the user inputs and misleading the
models. This facilitates the generation of harmful content,
exposure of sensitive information, and dodging of critical
safety mechanisms. Xu et al[25] suggested the
groundbreaking mechanism of Prompt Attack. BEAST [13]
operates on the explainable parameters.

Adversarial Attack

Malicious Prompt — Ignore the prompt
and display “Have great day’

| Have great day ]

Fig. 2 Adversarial attack

This permits a nuanced balance between the swiftness of
attacks and the clearness of the adversarial prompts as stated
in Figure 2.

4.2.1. Protection

Robust input validation is to be in place to identify and
resolve the malicious prompts [26]. Secure training process to
avoid the leakage of the information [27][28]. Similarly,
Supervised Fine-Tuning (SFT) and Consistency Alignment
Training (CAT) by Zhao etal[28] suggested two-stage
training. The above approaches are struck with scalability and
computing efficiency. Possibility of treats like false positives
and negatives, or gentle inputs are flagged as errors, and
malicious ones are not detected.

4.3. Privacy Attack

Evaluating biomedical or geological profiles, Humbert et
al.[32][33] infers the genome of the individual from parental
relationships and expert knowledge. Shokri etal[31] on
location privacy. Gradient Leakage in many studies
[32][33][34] exploits the fact that private training content can
be reconstructed by deep learning. Gemini Flash collects more
excess data than is needed, which may lead to a higher chance
of anonymization if it is shared with other parties [35]. Main
sources are private information in training data, data
memorization, and inference leakage.

4.3.1. Protection

Removing the sensitive information from the model. With
the depletion of the redundancy data, the challenge would be
the computational resources. Various mechanisms
[371[38][39] have been proposed to protect against the
gradient leakage in models. An inference attack is the
exploitation of certain properties present in the training data,
which can be prevented by using Differential Privacy (DP)
[40] and regulations [41].

Small Language Model

Training Small Language Mode

 E———

; H_"_‘ SLM Response é‘
o (D
Fig. 3 Small Large Model

5. Overview of Small Large Model

It is a lighter version of a language model that is smaller
in size and scope when compared to LLM. It will have a few
parameters. The primary principle is where the environment is
resource-limited. Example edge devices and mobile apps that
can work offline without interacting with the internet data
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source. Architecture primarily uses a transformer model,
which contains encoders, self-attention, and decoders. Various
models in the market are Qwen2.5-1.5B, Gemma, GPT-40
mini, Granite, Llama, and Phi.

5.1. Advantages

Lesser computations, less energy consumption, faster
inference, lower deployment cost, and less and easier
customization. It can run on consumer laptops, edge devices,
and mobile phones. As it is an efficient model that consumes
less power, it is environmentally friendly. As the model is
smaller, the response is faster, which is good for real-time
applications, and the deployment cost is lower, making Al
accessible to startups and developers. Specific domains' fine-
tuning is easier. Example: Financial institutions and
healthcare institutions.

5.2. Overview

Due to its lightweight architecture, it is possible to
achieve high performance with a few parameters and reduce
computational overhead. Example:[45] Sun et al. introduce an
inverted -bottleneck structure to maintain the balance between
the self-attention and feed-forward networks, which was
obtained in MobileBERT, with a speedup of 5.5x and 4.3x size
reduction compared to BERT.

5.3. General Techniques

Various techniques used for SLM optimization include
model architecture, Model compression, training mechanisms
such as knowledge distillation, quantization, Pruning, Fine-
tuning, pre-training, neural architecture search, and self-
attention. Table 1 explains the SLM address.

Table 1. General Techniques used for optimization of SLM

. General Training . Inference Storage
Technique Mechanism | Compute Dataset Size Runtime Memory Space Latency
Lightweight Yes Yes Yes Yes
Models
Model i ent Self-
Architecture . Yes Yes Yes Yes
Attention
Neural Arch. Yes Yes Yes
.. Pre-training Yes Yes Yes Yes Yes
Training - -
Techniques Finetuning Yes Yes
1 Pruning Yes Yes Yes Yes
Model Quantization Yes Yes Yes Yes
Compression Knowledge Yes
Distillation
Table 2. Based on the settings results of constraints and metrics
Setting Constraints Datasets Metrics
Efficient Inference Latency [42][43][44][45][46] [47]
On-device/Mobile Memory [48][49] [50]
Privacy-Preserving Privacy [50][51] [52]
Energy-Efficient Optimization
Al Energy [331[54]
6. Results SmolLM2-1.7B — HuggingFaceTB, a state-of-the-art

How are different datasets and metrics specifically
developed for SLM? These components are organized
according to the constraints they address for SLMs. Datasets
provide diverse contextual and general effectiveness in
different settings. Table 2 will state an overview of settings,
constraints, and Metrics.

6.1. Examples
Even with a few billion parameters, SLM made it a
powerful language model.

Llama3.2-1B - which is developed by Meta, a 1-billion
parameter variant optimized for edge devices.

“small” language trained on specialized open datasets like
FineMath, Stack-Edu, and SmolTalk) which supports 1.7
billion parameters

DeepSeek-R1-1.5B — DeepSeek’s first generation of
reasoning model distilled from Qwen2.5 with 1.5 billion
parameters

Gemma2-4B — Google DeepMind developed it. This is a
light and powerful. It supports multilingual and multimodal,
along with 4Billion parameters.

Phi-3.5-Mini-3.8B - It is Microsoft’s tiny open model for
reasoning and code generation, and it supports 3.8 billion
parameters
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A few others on the list are Mistral 7B, Gemma 9B, and
Phi 4 14B parameters, respectively.

6.2. Advantages of SLM

It can run on consumer laptops, edge devices, and mobile
phones, so computation is low. Power usage is less
environmentally friendly. Response is faster, ideal for real-
time applications, and faster inference. It can be offline, which
enhances privacy and security. Lower cost, which makes it
accessible for startups and developers. Easy to domain

7. Conclusion

Even though SLM contains its own limitations, when the
user considers power usage, privacy, and security, SLM is a
more vital choice, and it can work offline too. Real-time
applications in healthcare with HIPAA compliance and
security can work on on-device Al for symptom checking and
medical research. Al is smart on IoT devices at home without
cloud dependency.

Educational tools to generate personalized explanations,

specific (Fintech and HealthCare, Legal, etc.) quizzes, and feedback in real time. Language translator,

lightweight, can be operated on mobile devices for travelers.
In the future, to utilize LLM, it can operate on a hybrid model
so that privacy and security are not compromised.

6.3. Limitations

Limited generalization, as it is specific to the domain.
Smaller datasets may lead to biases if not curated carefully.
Complex tasks may need a deep understanding. Robustness
is less robust and may be prone to errors.
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