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Abstract--Identity deception is while replying routing 
information is one of the security threats in Wireless 
Sensor Networks (WSNs). As the nodes WSN are 
resource constrained, many attacks are possible. For 
instance an adversary might exploit the vulnerabilities 
WSN and launch attacks which disrupt normal 
functionalities of routing protocols. The attacks 
launched are generally wormhole attacks, sinkhole 
attacks and Sybil attacks. The mobility nature of 
network and other network conditions may make the 
situation even worse. These attacks can’t be prevented 
with traditional cryptographic primitives as cannot be 
directly used with WSN. Therefore a special design for 
WSN is required in order to make it robust, trust-aware 
and secure. Recently Zhan, Shi and Deng proposed a 
trust – aware routing framework for WSNs. This 
framework energy efficient and trustworthy routing 
and avoid attacks on WSN.  In his paper we implement 
such routing framework which is trust-aware and 
routes data securely. We built a prototype application 
to demonstrate the proof of concept. The empirical 
results revealed that he prototype is very effective in 
securing WSN from various attacks.  
Index Terms – WSN, secure routing, trust-aware 
 

I. INTRODUCTION 

Wireless Sensors Networks (WSNs) have become 
popular in real world scenarios. These networks are 
essential to sense of monitor environments. They are 
very handy in various situations. For instance 
military can use it to monitor unmanned areas so as 
to know the movements of people there. The WSNs 
are ideal for any such application that monitors 
environment [1]. Applications of WSN include fire or 
forest monitoring, military surveillance, home 
surveillance, reporting any events that are detected. A 
WSN is made up of nodes that are battery powered. 
For this reason the nodes in WSN are energy 
constrained with less processing capabilities. The 
WSN are essentially multi-hop in nature as they need 
to have cooperative communications with sink or 
base station. The multi-hop routing in WSN has 
become target to adversaries as it gives scope to 
intrude into the network. Attacker may also tamper 
nodes, drop routes, cause traffic collision, jam 
communication channels [2] and so on. In this paper, 

we focus on the attacks launched by adversaries that 
misdirect network traffic. In other words we focus in 
the attacks that target routing information through 
identity deception. The hard to detect attacks that are 
made include Sybil attacks, sinkhole attacks and 
selective forwarding attacks [3].  These attacks are 
made simply using replay techniques used by 
adversaries. The worm hole attack is the attack made 
though malicious nodes that overhear wireless 
transmissions of valid node and also collude with 
other nodes [4].  
 
Forgery of identity is another problem WSN. This 
will allow launghi8ng attacks pertaining to identity 
deception. With this a malicious node can misdirect 
the traffic of the network. A malicious node, for 
instance, can drop messages or send messages to an 
unintended server which is being maintained by 
hacker or adversary. For this reason it is essential to 
have monitoring about the packet delivery. Sinkhole 
attack is also made through stolen identity. In this 
attack a malicious node announces itself as valid sink 
node so as to get valuable and sensitive information 
from to other nodes in the network [5]. When such 
attack deceives more than half of the traffic, then that 
attack is known as black hole attack. Thus the 
attackers can use multiple identifies to have more 
attacks on the network. With every attack, they 
intend to take private or personal information for 
monetary another gains. Replaying routing 
information is very harmful to WSN in the real 
world. The mobility nature of WSN makes it more 
vulnerable. In WSN for efficient data collections 
various methods were proposed in [6], [7], [8], and 
[9]. Poor network conditions also cause problems in 
WSN as the attacker can compromise an honest node 
and take advantage from it.  
 
Unfortunately, most existing routing protocols for 
WSNs either assume the honesty of nodes or focus on 
energy efficiency [10], or attempt to exclude 
unauthorized participation by encrypting data and 
authenticating packets. Examples of these encryption 
and authentication schemes for WSNs include 
TinySec [11], Spins [12], TinyPK [13], and TinyECC 
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[14]. Admittedly, it is important to consider efficient 
energy use for battery powered sensor nodes and the 
robustness of  
The most existing routing protocols have common 
faults. However, they should consider security has 
their highest goal. A malicious node in WSN can 
cause havoc to network. The attacks are made 
through identity deception. Some routing protocols 
which are based on gossiping perform well against 
that for forwarding packets and choosing selective 
neighbors [15]. However, they are not energy 
efficient.  
 
For security trust based approaches and 
cryptographic approaches are available. With trust 
based approach efficient routing is possible. By 
considering trust level of a node, it can take decisions 
thus making the network more secure. The trust 
based approaches are explored in [16], [17], [18] and 
[19]. Based on trust secure routing solutions are 
explored in [20] and [21]. Recently in [22] a 
framework was proposed to protect WSN from 
various attacks such as selecting forwarding attack, 
wormhole attack, sinkhole attack, black hole attack 
and Sybil attack. The framework focuses on secure 
routing in WSN. Trust awareness and 
synchronization are the main concepts through which 
they proposed the framework. In this paper we also 
implement such framework with a prototype 
application to demonstrate the efficient of the 
approach. The remainder of the paper is structured as 
follows. Section II provides review of literature. 
Section III provides details about the proposed 
system. Section IV presents experimental results 
while the section V concludes the paper.  
 

II. RELATED WORKS 

In the literature, it if found that WSN is vulnerable 
for Sybil attacks, sinkhole and wormhole attacks. 
These attacks are made based on the identity 
deception. The counter measures to these attacks are 
generally either known geographic information or 
synchronization [3]. A secure routing protocol that is 
based on feedback is explored in FBSR [23]. Its 
approach is statistics based to discover genuine 
nodes, compromised nodes and base stations. Trust 
aware security is explored in [24] which are 
evaluated with simulations. There are many existing 
routing solutions such as reputation and trust based 
systems. They can effectively avoid identity 
deception based attacks as they made decisions based 
on the trust value of the nodes in WSN. Two such 
systems in the literature are TARP [20] and ATSR 
[21]. However, they both can’t provide security 
against identity deception attacks. Out of them the 

ATSR [21] is a trust aware routing protocol that can 
be used with large WSNs. The trust model used in 
ATSR has direct and indirect trusts. The trust values 
of nodes are considered while forwarding data to 
other nodes. This will prevent misforwarding attack 
and also prevents acknowledgements spoofing. 
TARP is another trust aware protocol which uses part 
routing behavior which also supports likability for 
determining effective paths. 
 

III. PROPOSED TRUST AWARE 

ROUTING FRAMEWORK  

The proposed routing framework is meant for 
securing communications in WSN. The nodes in the 
WSN should be able to have secure and genuine 
communications with base station. The network 
should not allow any attacks pertaining to identity 
deception. The framework prevents attacks such as 
Sybil, wormhole and sinkhole. This is achieved by 
considering trust values of nodes before making 
decisions on data forwarding. When any node is 
compromised that node can’t have higher trust value 
and thus it can’t participate in communications. We 
consider a multi-hop WSN for the experiments. The 
WSN we use for experiments is as shown in figure 1. 

 
Fig. 1 – Multi-hop routing for data collection in WSN 

(excerpt from [22]) 

As seen in figure 1 the network is of multi-hop kind 
as there is cooperative communication between the 
nodes in the network. All sensor nodes are 
geographically scattered and they are sending 
environment information to the base station. It is the 
typical scenario in which we made our simulations. 
In this framework we made some assumptions. For 
instance we focus on only data collection part of the 
network. A sensor node is assumed to sense data and 
sends it to base station. There might be number of 
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base stations. Our approach works with any number 
of base stations. The main goal of the framework is 
achieving high throughput and protecting network 
from various identity deception based attacks besides 
energy efficiency. The important activities in the 
proposed system are presented din figure 2. 

 
Fig. 2 – Important Components of proposed 

framework (excerpt from [22]) 

As can be seen in figure 2, it is evident that energy 
watcher monitors one-hop delivery, and energy cost 
report and estimates neighbor’s energy cost. The trust 
manager takes network loop discovery and also base 
station broadcast and stores it into neighborhood 
table. In the neighborhood table neighbor energy cost 
and neighbor trust level is stored. These two are used 
to make intelligent decisions. Thus the proposed 
system is made energy efficient and secure besides 
improving throughput. Energy watcher computer 
energy level as follows. 

 
The trust manager computes trust level of each 
neighbor based on various events such as broadcast 
nature of base station, trust level of each neighbor 
and discovery of network loops. The trust level is 
computed as follows. 

 
Trust manager provides complete security to the 
communications in WSN. This is possible as the trust 
manager can determine the trust level of nodes and 
make appropriate routing decisions. Adversaries 
can’t reach base station as they do not have trust.  

 

IV. EXPRIMENTAL RESUTLS 

We built a prototype application to demonstrate the 
proof of concept. The experiments are made through 
custom simulations in terms of number of delivered 
packets, number of nodes with delivery record, CTP 
without adversaries, with adversaries, and 
experiments to demonstrate attacks. The results of 
experiments are shown in this section in the form of a 
series of graphs.  
 

 
Fig. 1 – Time vs. number of nodes with delivery 

record (First Floor) 

As can be seen in figure 1, the time is represented by 
horizontal axis while the number of nodes with 
delivery record is represented by vertical axis. The 
experiments are made with proposed framework. The 
collection tree routing protocol is also used for 
experiments with and without adversaries. The results 
reveal that the number of nodes with delivery records 
is more when there are no adversaries.  

 
Fig. 2 – Time vs. number of nodes with delivery 

record (Second Floor) 

As can be seen in figure 2, the time is represented by 
horizontal axis while the number of nodes with 
delivery record is represented by vertical axis. The 
experiments are made with proposed framework. The 
collection tree routing protocol is also used for 
experiments with and without adversaries. The results 
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reveal that the number of nodes with delivery records 
is more when there are no adversaries.  
 

 
Fig. 3 – Time vs. number of nodes with delivery 

record (Third Floor) 

As can be seen in figure 3, the time is represented by 
horizontal axis while the number of nodes with 
delivery record is represented by vertical axis. The 
experiments are made with proposed framework. The 
collection tree routing protocol is also used for 
experiments with and without adversaries. The results 
reveal that the number of nodes with delivery records 
is more when there are no adversaries.  
 

 
Fig. 4 – Number of reported detections 

As can be seen in figure 4, it is evident that the 
number of reported detections is more with our 
framework enabled CTP node. This will prove the 
efficiency of the proposed framework when 
compared with normal CTP.  
 

V. CONCLUSION 

In this paper we studied the problem of security in 
WSNs. WSNs are vulnerable as they are open, 
resource constrained and mobility in nature. They are 
subjected to various attacks such as wormhole attack, 

sinkhole attack and Sybil attacks. Adversaries replay 
the routing information in order to launch these 
attacks. We implemented trust – aware routing 
framework that ensures that these attacks are 
prevented. The proposed framework is both 
trustworthy and energy efficient. A node in the 
network can track of trustworthiness of neighbors so 
as to take effective routing decisions. We built a 
prototype application to demonstrate the efficiency of 
the proposed framework. Experimental results reveal 
that he trust aware framework is very effective and 
useful for real world applications. 
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